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Analyze Decentralized Personal Health 
Data using Solid, Digital Consent, and 
Federated Learning
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Citizens

Provide data

A lot work focused on analysing the data controlled by organizations, but what about 

using data directly controlled by individuals?



Citizens would like to have more access and control over the data they generate. 5

Summary report of the public consultation on the European strategy for data: 
https://ec.europa.eu/digital-single-market/en/news/summary-report-public-consultation-european-strategy-data

EU should make major investments in 
technologies and infrastructures that enhance 
data access and use, while giving us as well as 
public and private organisations full control 
over the data they generate.

Law and technology should 
enable us to make available their 
data for the public interest 
without any direct reward.

We would be willing to make such data 
available, especially for health-related 
research and for aspects relating to the locality 
we live in (e.g. mobility, environment). 

There are no sufficient tools and 
mechanisms for us to ‘donate’ 
our data.



A key challenge 6

“Individuals value the high level of protection granted by the GDPR and ePrivacy legislation. 
However, they suffer from the absence of technical tools and standards that make the exercise 

of their rights simple and not overly burdensome.”

-- European Committee <An European Strategy for Data> 2020 

European Health Data Space: https://health.ec.europa.eu/ehealth-digital-health-and-care/european-health-data-space_en 

https://health.ec.europa.eu/ehealth-digital-health-and-care/european-health-data-space_en


Solutions: 7

provide individuals the tools to decide at a granular level what is done with their data using 
consent management, personal information management, decentralised networking, etc, in 
order to give greater oversight, transparency, control over their personal data.
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Based on Solid (SOcial LInked Data) to store and structure personal data, and give 
individual control access to their fine-grained personal data 
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Based on Solid (SOcial LInked Data) to store and structure personal data, and give 
individual control access to their fine-grained personal data 

Integrating Data Privacy Vocabulary to structure 
personal data requests as digital consents 

Data Privacy Vocabulary: https://w3c.github.io/dpv/dpv/ 

https://w3c.github.io/dpv/dpv/
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Formulating personal data and data request into RDF format with integration 
of vocabulary services and standards
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Based on Solid (SOcial LInked Data) to store and structure personal data, and give 
individual control access to their fine-grained personal data 

Integrating Data Privacy Vocabulary to structure personal data requests as 
digital consents to meet the requirements of GDPR

Formulating personal data and data request into RDF format with integration 
of vocabulary services and standards

Integrating federated learning (Personal Health Train) using the parameters 
promised in the data request and only the results are sent to the researchers



TIDAL framework -  Data request and consent 12
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TIDAL framework -  Data Analysis 18



Discussion 19

- Individuals data will be read only when the analysis gets executed.

- The analysis can only be triggered by the data requester under conditions 

(have enough participants, in the valid period, for the indicated purpose, etc)

- Individuals can revoke the permission anytime.

- (Future work) Individuals will be able to indicate their preference to which data 

requests they want to receive. 

- and more…

- Individuals can change the data values at any moment (even after giving 

researchers permission, when the experiments are being conducted)



Paper: ciTIzen-centric DAta pLatform (TIDAL): Sharing Distributed Personal Data in a 

Privacy-Preserving Manner for Health Research 

Open Source tool and code: https://github.com/sunchang0124/TIDAL 

Web application is live → 

Demo Youtube Video: 

Contact: 

- chang.sun@maastrichtuniversity.nl

- www.linkedin.com/in/chang-sun-maastricht/ 

https://github.com/sunchang0124/TIDAL
mailto:chang.sun@maastrichtuniversity.nl
https://www.linkedin.com/in/chang-sun-maastricht/

